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Agenda
Dictionary ADT 

Hash tables 

Hash functions 

Collision resolution 

Separate chaining 

Open addressing: linear probing, quadratic probing, double Hashing 

Dynamic hashing 

Associative and unordered containers in STL 

Cryptographic hashing



Code design
4:45 PM after section



3-way sort
Implement threeWaySort, a function that sorts a vector of 
integers whose values are are 0, 1 and 2. 

Time complexity should be Θ(n) and space complexity should 
be Θ(1).  



3-way sort
void threeWaySort(vector<int> &v) { 
    size_t countZeros = 0; 
    size_t countOnes = 0; 
    for (auto i : v) { 
        if (i == 0) { 
            countZeros += 1; 
        } else if (i == 1) { 
            countOnes += 1; 
        } 
    } 
    for (size_t i = 0; i < countZeros; i += 1) { 
        v[i] = 0; 
    } 
    for (size_t i = countZeros; i < countZeros + countOnes; i += 1) { 
        v[i] = 1; 
    } 
    for (size_t i = countZeros + countOnes; i < v.size(); i += 1) { 
        v[i] = 2; 
    } 
}



Midterm Exam



Common problems
Comparing an iterator to nullptr 

Dereferencing iterator and pointers before checking its validity 

Using operators or functions not defined for forward iterators 

Variable name misspellings 

Use ++ on a pointer in a linked list 

Dereferencing a pointer (to a struct) to get an int 

















Dictionary ADT



Dictionary
Abstract data type 

insert(key, value) 

find(key) 

remove(key)



Dictionary

"DTW" "Detroit"

"LHR" "London Heathrow"

"SFO" "San Francisco"

"YYZ" "Toronto Pearson"

Airport code → Airport



Array with classes
What’s wrong with this? 

class Airport { 
public: 
    string code; 
    string name; 
}; 

Airport airports[] = // ...



Hash table



Data structure 

Hash table 

Abstract data type 

Dictionary 

Associative array 

Map 

Symbol table 

(key, value) pairs



Hash table
hash functionkeys
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Hash table
hash functionkeys

"YYZ"

"DTW"

"SFO"

0 "Detroit"
1 "London Heathrow"
2
3
4 "San Francisco"
5 "Toronto Pearson"
6
7"LHR"
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Pseudocode
insert(key, value): 
    index = hashFn(key) 
    array[index] = (key, value) 

find(key): 
    index = hashFn(key) 
    return array[index] 

remove(key): 
    index = hashFn(key) 
    array[index] = null



Hash table performance
Search / insert / delete 

Average: O(1) 

Worst case: O(N), due to collisions



Hash functions

Universe of keys Hash function





Hash functions
What are the hash codes of "DTW", "LHR", "SFO" and "YYZ"? 

int airportHash(string airportCode) { 
    if (airportCode.length() != 3) { 
        return -1; 
    } 
    else { 
        return toupper(airportCode[0]) - 'A'; 
    } 
}





Hash functions
What is a good hash function for an airport code?



Hash functions
What is a good hash function for an airport code?



Hash functions
What is a good hash function for a string?





Compression
Simple compression function: 

h(i) = i % SIZE 



Compression
Simple compression function: 

h(i) = i % SIZE 



Compression
Simple compression function: 

h(i) = i % SIZE 

Better compression function: 

h(i) = ((a * i + b) mod p) mod SIZE



Compression
Simple compression function: 

h(i) = i % SIZE 

Better compression function: 

h(i) = ((a * i + b) mod p) mod SIZE



Good hash functions
Uniformly distributed output across the size of the hash table. 

Very different hash indices for inputs that only differ slightly. 

Very simple, quick operations such as bitwise manipulations.





Collision resolution
Collision: two keys hash to the same index in the array 
representing the hash table 

Separate chaining 

Open addressing





Chaining
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Open addressing





Open addressing
Linear probing h(k, i) = h'(k) + i 

Quadratic probing h(k, i) = h'(k) + i2 

Double Hashing h(k, i) = h1(k) + i * h2(k)





Linear probing
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Linear probing
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Chaining vs. Probing
Chaining 

Handling collisions is faster 

Memory indirection faster 
than math + reindexing 

Uses more dynamic memory 

Probing 

No extra memory 

Simpler storage



Load factor







Dynamic Hashing





STL Containers



STL Containers





Associative containers



Unordered containers





Unordered set
unordered_set<string> colors = {"red", "blue", "white"}; 

auto it2 = colors.find("blue"); 
if (it2 == colors.end()) { 
    // important! 
    cout << "not found" << endl; 
} else { 
    cout << *it << endl; 
}



Unordered set
colors.insert("black"); 
vector<string> moreColors = {"purple", "gray"}; 
colors.insert(moreColors.begin(), moreColors.end());





Unordered set
for (auto it = colors.begin(); it != colors.end(); ++it) 
{ 
    cout << *it << endl; 
} 

for (auto &color: colors) { 
    cout << color << endl; 
}





Unordered map
unordered_map<string, string> colors = { 
    {"white", "#ffffff"}, 
    {"blue", "#0000ff"}, 
    {"red", "#ff00000"} 
}; 

if (it == colors.end()) { 
    // important! 
    cout << "not found" << endl; 
} else { 
    cout << it->first << " is " << it->second << endl; 
}





Unordered map
colors.insert(pair<string, string>("blue", "#0000ff")); 

colors.insert(make_pair("blue", "#0000ff")); 

colors.insert({"blue", "#0000ff"});





Assosiative array
colors["blue"] = "#0000ff"; 
// equivalent to 
// colors.insert({"blue", "#0000ff"}); 

colors["blue"] = "#00274c"; 
// changes the value unlike insert() 

cout << colors["blue"] << endl;





Assosiative array
void darken(const unordered_map<string, string> &c) { 
    // will not compile 
    c["white"] = "#eeeeee"; 
} 

// ... 

darken(colors);





Assosiative array
void print(const unordered_map<string, string> &c) { 
    // will not compile 
    cout << c["white"] << endl; 
} 

// ... 

print(colors);





Assosiative array
void print(const unordered_map<string, string> &c) { 
    auto it = c.find("white"); 
    if (it != c.end()) { 
        cout << it->second << endl; 
    } 
} 

// ... 

print(colors);







Cryptographic hash functions



Cryptographic hash functions
Digital signatures 

Software updates 

Checksums 

Backup systems 

Git 

Storing passwords 

…



Cryptographic hash functions
Deterministic 

Quick to compute for any given message 

Infeasible to get a key from its hash value except by brute force 

A small change to a key should change the hash value so 
extensively that the new hash value appears uncorrelated with 
the old hash value 

Infeasible to find two different keys with the same hash value





Storing passwords





Q&A


